


(Ueioud

BUKOPUCTAHHA HENiLEH3IMHOro NporpamHoro 3abesneyeHHs

HeCcBO€EYaCHe OHOBJ/IEHHA Ta BCTAHOBJ/IEHHA NaT4iB

I I lo HeAOCTaTHA KiJIbKiCTb CiCaAMIHIB
HeAoCTaTHA KBanidiKauia cicagmiHis
B nﬂ M Ba E H a HeAOoCTaTHA onaaTta npali cicagMmiHis
CTi ﬁ KiCTb IT HeCBO€YaCHa MoaepHisauia 3anisa
(]
HeAOoCTaTHIN piBeHb GiI3UYHOro 3aXUCTy
C M CTe M M ? HeAOCTaTHIN piBEHb aHTUBIPYCHUX 3aX0AiB

HeAOCTAaTHE pe3epBYBaHHA KOMIMOHEHTIB iT-CUCTEMMU




(Ldovd  fIK XMapHi cepBiCU MOXYTb AONOMOITH?

o 3axuweHuin bekan

« [lybniyHa/npmBaTHa xmapu Ha Azure
Stack HCI & Vmware

N

« Syselegance 3amiHa Microsoft RDP vy
XmMapi
« Backup & FlashBackup

« [lapTHepcbKi nporpamm



(Udoud He3MmiHHI pe3epBHi Konii

[MoknagaTnca Ha TpaguuinHe pesepsBHe
: ® 6 6 6 06 0 0 0 O

KOMNitOBaHHA BXXe HeJ0CTaTHbO, KONU

MaeTbcsa Npo Kibepsarposu Ta maTu ® 06060606 06 06 00 o0

6aI'aTOLLIapOBl/IM 3aXUCT I3 HE3MIHHICTb ® © © 0 0 O

AONOMOKe MiaBULWNTM Balli LAHCK Ha

BiAHOB/IEHHA. . .
A Crparteria pe3epBHOro KonitoBaHHA 3-2-1-1-0.

Mae 6yTtu 3 Konii gaHux

Ha 2 pi3Hux Hociax

Mpuyomy 1 NpUMIpHMK 3HAXOAUTLCA NO3a CAaUTOM

1 Konifa, AKa 3HAaXoAUTbCA B peXMmi odnanH, i3 3a30pom
abo He3MiHHOIo

0 NnOoMWNIOK Nig, 4ac nepeBipKKU BiagHOBNEHHA SureBackup



https://www.veeam.com/blog/321-backup-rule.html

(Udoud He3MmiHHi pe3epsHi Konii. LLlo ue?

lLlo Take He3MiHHMIM 6eKkan? He3amiHHWI 03HayYaE, WO LWOCb HE MOXKe byTK 3MiHeHO abo BnaaneHo. 3a3BM4ai, HE3MiHHI
6eKkann MoXKHa BUAANUTU NMLLE NICNA 3aKiHYeHHA BCTAaHOBAEHOrO nepioay Yacy. [aHi HeamiHHOro 6ekany 3axumiueHi Big
NOTEHLiIMHMX 3MiH ab0 BnAasneHb, WO O3Ha4YaE, WO iXHA NepBiCHa LiNiCHICTb 3a/IMLLAETbCA HEAOTOPKAHO. 3i 3pOCTaHHAM
KiIbKOCTI aTaK Nporpam-BMmaradis, HasiBHICTb HE3MIHHOIo 6eKany ctana KPUTUYHO BaXK/IMBOLO ANA BiAHOBAEHHA. Lle Tomy,
LLLO 3I0BMUCHUKK TEMep peryiapHoO aTakytoTb 6ekann. 3 HeamiHHMM GeKkanom Ui AaHi 3aXULLEHI Big TaKMUX TUMIB aTaK.

LlinicHicmeb i 6e3neka 0aHux HaodiliHe asapiliHe 8iOHOB/EHHA 3b6epexceHHA icmopu4YHUX OaHUX
*3anobiraHHA MNOLWKOAXKEHHIO ellIBnawi RTO — He noTpibHO wyKaTn *3abe3neyeHHA NepeBipKM
AaHNX HenOWKOoAKeHI pe3epBHI Konil nicaa Ta BigNOBIAHOCTI

*3aXMUCT Big 310BMUCHUX aTaK aTaKku *[lonerweHHA aHanisy
*BignoBigHICTb HOPpMaMm LLOA0 *Buuii RPO — 6araTto BigOMUMX XOpOLWMX

naHunx (Hanpuknaa, GDPR) TOYOK BiAHOBNEHHSA

::::00000000 L@_l




@Ud Xmapa UCLOUD
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Frankfurt am Main, Germany

Lllo 8u MOXeme ompumMamu
3a 1000 dosn/Mic?

50 000 IOPS

20 000 IOPS

KinbkicTb aoep 18 vCPU 12 vCPU
18 GHz 36 GHz

vRAM 32 GB 64 GB

Fast SSD 3000 GB 6000 GB

Warsaw, Poland
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@ X My6bniyHa/npuBaTHa xmapm
"“ Ha Azure Stack HCI & Vmware

3 cepsicom Public cloud Big Ucloud Bu otpumacre:
*MOXXNTUBICTb PO3MILLEHHSA Ta 3anycKy IT-
CUCTEM Ha XMapPHiM iIHPpPaCTPYKTYpPi 3 onNnaToto
NOrOAMHHO

*MOXXNMBICTb BigganeHoi pobotu odicie Ta
OKpeMMx CniBpobIiTHUKIB 3 IT-cucteMoto
*Jlerkun ctapt ana MCB Ta wBuake
MacluTabyBaHHS 3a NOTPebuU

*BUCOKUM piBEHb 3aXMUCTY OaHMUX

LW PYBaHHAM, 3aXUCT 3aKOHOAaBCTBOM €C

MpusaTtHa xmapa Big, Ucloud gae moxnmsocrTi:

*[MobynyBaTh Ha CTaHOAPTHMX YHIPIKOBAHMX cepBepax
nnatdopMy BipTyBanisaLii 3 cucteMaMu 36ep gaHux,
obuncnoBanbHMM KNacTepoM, CUCTEMOIO aBTOMAaTU3aLLi
| BIpTYanbHMX Mepexx

*PO3LLUMPUTU MOXKNTMBOCTI ICHYIOYOIrO KiacTepa
YHipiKoBaHUMKU BnokaMu

*KepyBaTh KNacTepoM MOXXHa 3a 4ONOMOrolo 3acobiB
Windows Admin Center, PowerShell, Azure Portal
*NobynyBath Baxkki abo uncenbvHi VDI \ RDS, BUMOrnusi
OLTP cucteMu, BipTyani3oBaHi BUCOKOHaABaHTa)>eHi
3acTocyHkM B/, KybepHeTic knactepmu Tow,0
*MaKkcMManbHO KepyBaTM XMapoto (AOCTyn A0 PIiBHS
rinepeisopa Ha BigMiHy Big nybniyHoi xMapm) Ta
NPOAYKTUBHICTIO



(Ueloud Syselegance 3amiHa Microsoft RDP y xmapi

Mnhatpopma Microsoft Windows 11/10 | Server
2022/2019/2016

dyHKUioHanbHicTb npoToKkony RDP
MNiaTpumka OC Windows Server 2022/2019/2016 Ta € el > y -

Windows 11/10 (Enterprise, LTSB, LTSC) NigTpmKa nepenadi 3ByKy Ta
bypepy obmiH
Miarpumka OC Windows 11/10 (Pro, Education) € véepy v
: , MiaTpymka poboTU 3 IOKaAbHUMM €
MNiaTpumka OC Windows 11/10 Core (6a3oBsa) € T,

MigTpumKa nepenadi noptis RS232 €
MNnatdopma Microsoft Windows 8 | Server 2012 - (Cgl\% PEA g

MiaTpnmka OC Windows Server 2012R2, Windows 8.1 €

_ MigTpmKa nepepadi noptis USB €
(Enterprise, Pro)
_ . MiaTpumKa nepeaayi MikpodoHry €
MiaTpnmka OC Windows 8.1 Home €
. . _ [ligTpUMKa NOKaNAbHOro ApyKy €
MiaTpnmka OC Windows Server 2012R2, Windows 8.1 €
(Enterprise, Pro) MigTpmka KnieHta RDP8 ana €

Windows XP

Biptyanisauia OC -

Pob6oTa B BipTyanizoBaHin OC €



(Ueloud Syselegance 3amiHa Microsoft RDP y xmapi

AAMiHicTpyBaHHA - Windows Remote Desktop

I'Ii,u,TpMMKa a,ﬂ,N\iHiCTpaTMBHMX I'Ii,El,Kl'll'O‘-lEHb € SPLA Windows Remote DeSktOp Services 1166$/M|C
SAL Commerc 6WC-00002

CSP Windows Server Remote Desktop 90.00S/pik
Services CAL - 1 User CAL — 1 year
DG7GMGFOD7HX

MiaTpumka poboTu 3 Active Directory

MiaTpumKa KoHoirypauii Yepes rpynosi €
NONITUKN

MaKcnmanbHa KinbKicTb be3 obmexkeHb M3 Ha 1 nigkntoueHHA go SysElegance 4S/mic

KOPUCTYyBayiB Ha cepBep Application Server v5

Buaun niueHsin Mepexesi, Be3nimiTHe nigkntoueHHa go SysElegance  240S/mic
KOHKYpYHoYi, Application Server v5

nignucka



(Udoud Veeam Cloud Connect

30epiraHHA pe3epBHUX KoMK B XMapi

- HaABHICTb 6ekany

- KOHCUCTEHTHICTb 6ekany

- HaAABHICTb iHppPaCTPYKTYpPU BiAHOBNEHHSA
- HAABHICTb A,0CTaTHiIX KaHaniB 3B’ A3KY

- LWUBUAKICTb BiAHOB/MIEHHA AaHNX 3 6ekany

- HAABHICTb AO0CTaTHbLOI KiNbKOCTI cicagMiHiB

LLO/ B €C, 3axucT Bia BUAaneHHs

MOXK/TUBICTb NepeBipKu

3 LUO/ i3 pocTtaTHIM pecypcom

3ape3epBoBaHi KaHanu Big, 100 I'6it/c
1 T6/roaunnHy

TakK

- HAABHICTb pernaMeHTy Ain aBapinHoOro BiaHOBNEHHSA Tak

- HAABHICTb O,0CBiIAY TPeHyBaHb




(Udoud Veeam Cloud Connect

30epiraHHA pe3epBHUX KOMin B XxMapi

Ha Micaub

W



(Ldews Flash Backup

30epiraHHA Ta WBKUAKE BiAHOBMEHHSA pe3epBHUX KOMiK B XMapi

- HaABHICTb 6ekany

- KOHCUCTEHTHICTb 6ekany

- HaAABHICTb iHppPaCTPYKTYpPU BiAHOBNEHHSA
- HAABHICTb A,0CTaTHiIX KaHaniB 3B’ A3KY

- LWUBUAKICTb BiAHOB/MIEHHA AaHNX 3 6ekany

- HAABHICTb AO0CTaTHbLOI KiNbKOCTI cicagMiHiB

LLO/ B €C, 3axucT Bia BUAaneHHs
MOXK/TUBICTb NepeBipKu
3 LUO/ i3 pocTtaTHIM pecypcom

3ape3epBoBaHi KaHanu Big, 100 I'6it/c

TakK

- HAABHICTb pernaMeHTy Ain aBapinHoOro BiaHOBNEHHSA Tak

- HAABHICTb O,0CBiIAY TPeHyBaHb




(Ldews Flash Backup

30epiraHHA Ta WBKUAKE BiAHOBMEHHSA pe3epBHUX KOMiK B XMapi

Ha MicsaUb

W




@Ud [MapTHepcCbKa nporpama

Bia inei Ao nepwunx sunaat 3 KPoKu:

1. 3akntounTty yroay 3 UCloud B AKOCTI areHTa um napTHepa

2. Hapatm nMCbMOBO Y A0BiNbHIM POpPMI: Ha3BY NPOEKTY, HA3BY
KOMMaHil KNiEHTA, KOHTAKTHI AaHi BiANoBiAanbHOi ocobu

3. OTpuMmaTn BUHaropoAay nicna 3akJ4YeHHA 4OroBopy 3
KNIEHTOM

MapTHepcCcbKi HapaxyBaHHA

BiacoTKOBa CTaBKa HapaxyBaHb PO3PaxOBYETLCA 3a
KaJleHAapPHUN MicAalb

HapaxyBaHHA 34iCHIOOTLCA NICAA OTPUMAHHA ONAATU BiA,
KNIEHTA

NMapTHepcbKe HapaxyBaHHA cKknagae 20%
HapaxyBaHHA TiZIbKM 332 XMapHi nocnyrm
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+38 (044) 594 7 594
info@ucloud.ua
www.ucloud.ua




